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Updating Norton Internet Security to work with FocalpointNet
DNS addressing

1. Open Norton Internet Security and highlight “Personal Firewall”.
2. Click on “Configure”

() Norton Internet Security |'_”_'[z|
({&) ; : Help &
9 Block Traffic ( )I:weUpdate J Options - .
| Morton Internet Security | S‘.'I"SterrI StatUS: OK @
Ctatus & Settings @ Sl o i 7
Outbrgak .&.ler‘t | @ ..... O Utbreak'&'lert ........................... Or—l ....................... Persunal Firewall
Statistics Personal Fireveall
: rotecks your
Supscription Status | @ Personal Fireval on Eamputervfrclm
— unauthorized access.
Uszer Accounts @ Intrusion Detection g
D s
| Noricp doiMius | | @ Morton Antitfirus ]
| Norton AntiSpam | o
| @ Morton AntiSparm
|
| Settings for: | Supervisor =l Turn Ot
@ Privacy Control (g]
A parental Control off
L A
Norton H
9 symantec. Internet Security o
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3. Click on “Advanced”

) Norton Internet Security

Personal Firewall

Firewsall ! Programs | Metworking Locations | @vanced

More Info

¥ Turn on Personal Firewsall.

Personal Firewall protects your computer from attacks and malicious programs.

Choose a security level for: | Supervisar

Move the slider to set the Firewall level.

Medium (recommended)

H

« Alarts you when programs attempt to access the Internet.
« Activer controls and Java applets run without warning.
5 ] + All unused ports are invisible to remote computers.

Custom Level...

Default Level
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4. Click on “General”

Fireweall | Programs | Metwarking Locatians . Advanced

Advanced Firewall Mare Info

Configure how the Firewall handles specific types of Internet traffic. Maost users will
naot need to change any of these settings.

The Firewall uses a set of rules to control how it protects your computer. The firewall
autormatically compares all incoming and outgoing data against these rules and either
blocks or permits the information.

General rules provide basic network functionality and protect your computer fram
known Internet risks. These rules apply to all Internet programs.

General. E

Trojan horse rules protect against malicious applications that allow inappropriate
access to your computer.

Trojan Horze...
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5. Click on “Add”

General Rules [

hare Info

Settings for: |Horme (Active) |

These rules determine how the firewall handles incoming and outgoing connections. Rules
that appear earlier in the list override later rules.

|v" Description |

Default Inbound ICMP -
[v g Permit, Direction: Inbound, Computer: dny, ddapter Any, Communications: Specific,
Frotocal: ICMP -

Default Outbound ICMP
v 5 Permit, Direction: Outbound, Computer; Ay, &dapter: Any, Communications: &ny,
Frotocol: ICMP

Default Inbound DHS
[v g Permit, Direction: Inbound, Computer; dny, ddapter Any, Communications: Specific,
Frotocol UDP

i B Default Inhoond HetBINS Hame ¥

kil
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6. Select Permit and then click on “Next

(&) Add Rule X

Add Rule [y

hore Info

Do you want to block, permit, or monitor a new connection?

¢ Parmit: Allow connections that match this rule.
" Block: Do nat allow connections that match this rule.

" Monitor: Log connections that match this rule. This lets you monitor the number
of times this rule is used.

Pest = Cancel
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7. Click on “Connection to and from other computers”. Then Click on “Next”.

Add Rule
Mare Infa
Wwhat type of connection do you want to permit?
" Connections to other computers
Type of connection made by most Internet-enabled applications. Also called
outbound connections.
" Connections from other computers
Type of connection typical of a server application such as a WWeb server or FTFP
server. Alsa called inbound connections.
E__f__:ﬁnnnectinna to and from other computers
Some applications utilize both types of connections (inbound and outbound).
= Back et = Cancel
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8. Click on “Only the computers and sites listed below”. Then Click on “Add”.

Add Rule

What computers or sites do you want to permit?

O Any computer

Jﬁ.qd

Click Adapters to limit communications to specific netwaork adapters. This is
necessary only if you hawe more than one netwark adapter in your computer,

Adapters

Galileo Deutschland GmbH
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9. Check for “Individually”. Then add in the DNS name for your connection to Galileo.
FPNETIPSEC.GALILEO.COM or
FPNETNATT.GALILEO.COM or
FPNETPPTP.GALILEO.COM or
FPNETGIDS.GALILEO.COM
Then click “OK”

Metworking

Networking

hare Info

Indicate computers or sites to permit access to:

* Individually
" Using a range

O Using a network address

Enter computers either by name fwswaw. symantec. com) or by Internet
address (192.168.1.1). To enter multiple computers, use a space bhetween
each entry.

|FF"NETIF"SEC.G»’-\LILED.CDM

éﬂ'rf] Cancel
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10. Click on “Next”

Add Rule

% hore Info

Wwhat computers or sites do you want to permit?
" Any computer

& Only the computers and sites listed below

Single

Hamwe: FPHNETIPSEC.GALILEC.COM
Address

Add

Click Adapters to limit communications to specific netwaork adapters. This is
necessary only if you have more than one network adapter in your computer.,

Adapters

= Back Mext = Cancel
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11. Check “TCP and UDP”. Then check “All types of communication (all ports, local and
remote)”

Add Rule

hare Info

What protocols do you want to permit?

CTCP
CUDP %
® TCP and UDP

O ICMP

Wwhat types of communication, ar ports, do you want to permit?
& Al types of communication (all ports, local and remote)

" Only the types of communication or ports listed below

= Back Mext = Cancel
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12. Click on “Next”

Add Rule

3

You can choose to be notified when a connection matches this rule.

YWhen a connection matches a rule:

[ Create an event log entry

[ Motify me with a Security Alert

Mare Info

= Back

et =

Cancel
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13. Give the Rule a name such as “Nortel Rule” then click “Next”.

Add Rule
%

Mare Info

Wwhat do you want to call this rule?
This description appears in the Rule Surmmary list to help you identify this rule.

Maortel Rule

Inwhich category does this rule belang?

oelect the categary that best describes the rule for which you've configured Internet
access. Parental Control uses these categories to determine which applications and
types of caommunication your children can use anline.

Instant Messaging
Internet Advertising
Metworked Games D

Mewsreaders hat

= Back et = Cancel
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14. Make sure the (Active) profile is Checked. Then click “Next”.

Add Rule

[,
b Mare Infa
Wwhich locations should this rule be applied to?
This rule can be applied to multiple locations.
[ Default
v Home [Active)
[ Office
[ Auray
Check All Uncheck Al
= Back et = Cancel
Galileo Deutschland GmbH 13
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15. Click on “Finish” to Complete the addition of the Rule.

Add Rule

fou have created the following rule to permit Internet communications for your
cormputer:

Description: Mortel Rule

Action: Permit

Direction: InfCut

Computer. Specific

Adapter. Any

Communications: Any

Protocol: TCP and UDP %
Locations:Home

= Back Finizh Cancel
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16. Click “Ok” to complete the changes to the rules.

General Rules

hare Info

Settings for: |Horme (Active) |

These rules determine how the firewall handles incoming and outgoing connections. Rules
that appear earlier in the list override later rules.

|v" Description |

Default Inbound ICMP -
[v g Permit, Direction: Inbound, Computer: dny, ddapter Any, Communications: Specific,
Frotocal: ICMP =

Default Outbound ICMP
v 5 Permit, Direction: Outbound, Computer; Ay, &dapter: Any, Communications: &ny,
Frotocol: ICMP

Default Inbound DHS
[v g Permit, Direction: Inbound, Computer; dny, ddapter Any, Communications: Specific,
Frotocol UDP

i B Default Inhoond HetBINS Hame ¥

Al Miove L Move Dot

aly
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17. Click “Ok” to complete the Advanced Firewall settings.

Fireweall | Programs | Metwarking Locatians Advanced

Advanced Firewall Mare Info

Configure how the Firewall handles specific types of Internet traffic. Maost users will
naot need to change any of these settings.

The Firewall uses a set of rules to control how it protects your computer. The firewall
autormatically compares all incoming and outgoing data against these rules and either
blocks or permits the information.

General rules provide basic network functionality and protect your computer fram
known Internet risks. These rules apply to all Internet programs.

General. .

Trojan horse rules protect against malicious applications that allow inappropriate
access to your computer.

Trojan Horze...

2
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18. Click on the Red “X” in the upper right hand corner to close out Norton Internet Security.

&:?) , —— Help & L B
; Block Traffic ( Livallpdate lﬂ Optians i
| Morton Internet Security | S‘.'I"SterrI StatUS: OK @
Ctatus & Settings @ Sl o i 7
Outbrgak .&.ler‘t | @ ..... O Utbreak'&lert ........................... Or—l ....................... Persunal Firewall
Statistics Personal Fireveall
: rotecks your
Supscription Status | @ Personal Fireval on Eamputervfrclm
— unauthorized access.
Uszer Accounts @ Intrusion Detection g
............................................................................................ s
| Noricp doiMius | @ Morton Antitfirus ]
| T — |I ............................................................................................
| @ Morton AntiSparm
|
| Settings for: | Supervisor =l Turn Ot
|
\ @ Privacy Control (g] Configure
A parental Control off
L A
Norton H
, symantec. Internet Sec urityzeos

Note: At this point re-try the Nortel Client Connection.

You should now be able to connect to the Galileo system.
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